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Goals of class

s I yielc uncjerstandiﬂg of common modern

networking technologg and terminologg
+ What makes Stanford’s network “special”

This class is reduced from a 9~lﬁour class to a 90-minute class. T}'IC olcl, outdated, 9~hour Presentation can be
found at https://www.stamcorc!.ec}u/groulp/networking/Net( onsult/lntroNet/

25


https://www.stanford.edu/group/networking/NetConsult/IntroNet/

Not Goals of Class

. DCCP un&crstancjing of networking
o SOerver administration

. Setting up your computer

o [Jow to use é:mailJ web, etc.

* TrOUblCSl’IOOtiﬂg (another | ech Brieﬁng}
L TCF/”D Clﬁtails (another | ech Brieﬁng}



, \/\/lﬁat 1S a “Networ‘(”?

o network is a way to get “stutt” between

2 or more “things”

. Examples: Mail, Phonc system,
conversations, railroad system, highwags

ancj roacjs.



Computer Networking Mo&cls

- Moclels, also called Protoco] stacks, rePrescnted 13 lagers, help to
understand where things go right or wrong.

OS] 7~layer model DIE)=S! §~lager model Simplhcieci 4/§~1ayer model
4 APPlication
6 ["resentation APPlication Application
5 Session
2 Transport T_ransport
Frotocol _______ ot
) Network Networ
- Data | ocal Network Data
| thsical <LAN> thsical

OS] (Open Sgstems ]nterconnection) mnemonic: A” Feople Seem | o Need Data Frocessing. ]Fgou ever take

a test on networking, 9ou’” have to now tlﬁis, othcrwise, use the simplhcied model.



, Frotocol Concepts

XS Frotoccls are sets of rules.

+ What do you want to do? (Application>

o Where are you going? (Addressing}
o [Tlowdo you get there? (Media tgpes>

+ Did you get there? (AC‘(HOW!CCngCHtS,
iror checking}



, thsical Lagerq_agem)

. Nowadags: Frettg much just (_at 5 (or
(_at5eor( _até) twistecj

Pair copper wire
and microwave (wireless).

o Other: [Tiber (multi-mode or single»-mode)
coaxial copper (thick- and thin-net), (_able
Modem, Plain Phone (DSL), microwaves

(wireless ethernet), etc.



'~ T;wisted FPair ((_at 5/56, ( at
6

. Urxshic]decl twisted Pairs. ] wists in wire keep down interference (from
fluorescent lights, for exam lc). (_at5e has more twists than (_at5, costs a
bit more, works better for éigabi’cJ can exceed the 100m limitation for
i 00OMbit ethernet. (_até even more so.

. Cat§ and 4 are o]der, fewer twists, similar to Phonc, onlg gooé for 1oMbit.
FPhones work on (_at5/5e so current umversity standard is (_at5e (or
(_atéfor special situations) evergwhere. You can mix them, so don’t worry

about buying Catéjumpers hcgou want.

+ (Goodfor up to 100m, we dor’t like to go over 80m when wiring a bui]cﬂing
thoug}n.

. Stan&ard dORmecLek: RJ‘%ﬁ.

. Star toPologgz each user gets their own Path, casy to troub]eshoot, costs
more than a shared topology. Troubleshooting costs so much that bus and
ring (sharec}) toPo]ogies FiRes Functionaug dead.



| wisted Pair (continued)

. Common Terms: iOBaseT, iOOBaseT, iOOOBaseT. The “T” is for
Twis’ced Pair, the numberis the speccl, the base is “baseband” and ask

someone withan [T [ ngFCC what that means.

+ 8 strands, 4 pairs. oA couPlc of different standards, but 568 A and 568
are the most common. Stamcorcj uses 5685 (For 568A, swap the labels for

Pairs 2 and %, but no real functional difference):

Strands: 1 7 3 4 5 6 7 8

568D ,

Fairs: Zg(orangc:> T N

................  (blue).d e

iOBaseT and iOOBaseT onlg use Pairs 2 and 5,50 you may see some cables with
0019 4 strands, but since 1000 | (gigabit) uses all Pairs, dor’t keep those cables.
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F%gsical: Wireless

. Terms: 8021« bj SOZ 1" a; 8 O23I=la (coming soon: 802.16 ak.a. “WiMax”}

+ (Jses microwave radio waves in the 2.4(Ghz (802.1 1b and g) and 5 4(Ghz
(80?_.1 iaand n) bands to transmit data. Ti‘nese are unregu]atcd
frequencies, so other tkings (corcﬂess Phones, etc.) can use the same

frequencies, but hope?u”g one or the otheris smart enough to hoP

Frec uencies to stag clear oxc the other. 8 2 HlN f:) anc] g &evices can use the

same access Poin’cs easi!y. 8O2. ¥z requires scparate (or dual) aRtENat

. For the most Part, complete]3 and utterly insecure. \/erg casy to caPture

someone else’s data. Mak@ sure your application Is secure (55L, SSHJ
etc.)

. Although 802.11bat 11 Mbps is the slowest (both 802.11a and g claim
§4Mbps) i Z~ZOMBP5 13 Practice) it's the chéapcst and most ubiquitous) SO
gou’” still find some at Stanford. New ]TS wireless is 802.1 =2



. Data Lager (Lager 2)

. The data ]ager takes the 1’s and 0’s handed it 59 the Network lager and
turns them into some kind of signal that can go over the Phgsical lager
(electrical current, light Pu]ses) microwaves, etc.) |t also takes this signal and

turns it back into 1’s and O’s to pass up the stack on the receiving end.

o |Fthere might be more than 2 devices on the connection, some form of

addressing scheme is required to get the Packet to the right destination.

. SOme data lagers: Token Ring, FDD]) LocalTalk, and the

overwhelminglg most common data lager Protocol: E_themet.



‘ Data Lagcrz E_tlﬂemet

. \%5]\{\/\/(]) Carrier SCnseJ Multiple Access, Co”ision Detect.
imP el

o Dince I” thernet was clesignecl to be on shared media, with 2 or more users,
and the “more” part can be very big (that’s the “Multiple Access” Part) you
have to listen to see if anyone else is talking before you talk ((_arrier
Sense) and hcgou and someone else start talking at the same time, notice it
(Co”ision Detect), say “excuse me” stop and try again later. AN Polite free

for all with rules.

. Ethcmet is 1oOMbit (10 million bits per seconcD onlg. I"ast ethemet, which
has nearlg the same ru!es, is 100Mbit on!y. Gigabit ethernet is 1000Mbit
onlg. 5ome Network lnterface Car&s (N]C’s) can speak 2 QL el )
(and sometimes 10 or 100 or 1000) but each end has to be using the same
speed or there’s no connection. | OMEH: at one end and 100Mbit at the

other end won’t work.



I thernet: Addressing

. Sirzce there can be many users on an ethernet network, everyone has to

have their own unique address.

. This is called the Media Access Control (or MA( ) address, or

sometimes ethernet address, Phgsical address, acJaPtor address, hardware
a&dres) et

e e Z»digit (48 Eit) hexadecimal address that is unique to that ethernet
adaptor and no other in the world. ]t can be written as 00:30:65:8%:fc:0a or
00%0.658% fcOa or 00%065:83fc0a or 00-30-65-8%-fc-0a but t%eﬂ all
mean the same thing.

o | hefirsts cligits are the VVendor code, (003065 Eelongs to APPIC>, the
last 6 are the individual inteface’s own. | ike a cars V]N. See
Ett!:)://coger.com/mac__find/ to look up some vendor codes.



Ethemet: Fincjingyour
| Adéress(es)

o OnWindows 95,98, from the “run” menu type “winipocg”

o OnWindows NT, 2000, XF and Vista, open a command window and type

“iPCOﬂFi%/B”” (\/ista ShOWS !ots O1C CXtFEﬂJUﬂk). Make sure you get the one for the
actual ethernet adaptor, not the loopback K FFF‘

ot G MBCOS 9,open the TCF/]F control Panel and select “(Get info”

SRS MBCOS X and most ( Inix or (_/lnix~li§<e systems, from a terminal, type
hccomcig ~-a.

+ |nstructions with nice Pictures are at
ﬁttl:)://www.stamcord.ecju/sewices/ess/Pc/sunet.html and
H’ctp://www.stamcoré.céu/services/ess/mac/sunct.html

. Jus’c type “ess” in your browser.


http://www.stanford.edu/services/ess/mac/sunet.html

E_themct addresses: now
what?

+ | osendsomeone a message, start with a broadcast

<FFFFFFFFFFFF} asking “where’s Bob?” E_vergone’s suPPoscd to

]ook at broadcasts.

. “Bob” re[:)lies, in his replgj he includes his ethernet address. Since every
ethernet Packet has the destination and sender address listed, “[5ob”
knows your address (grom your broadcast Packet) so doesn’t have to start
with a broadcast.

. For the rest of the conversation, 9ou’” Put each other's address as the
destination (and yours as the sender), so the conversation can pass along
the ethernet media between you.

. Who’s “Bob” and how did he (o that name? That’s a lager % (Network}
Prob!cm, ]ager 2 (Data) doesn’t care.



T lubs va. Switches

+ [TJubs are shared media devices. E_vergone sees everyone’s Packets) you’re
only suPPosecj to pay attention to those spechcica”g directed to you, or to
broadcasts. Not too secure, but cheap. Most wireless still qua!hcies as a
“hub)” while actual wired ethernet hubs are becoming hard to find.

o Switches aren’t shared, most of the time. | he switch pays attention to the
Packets and makes a list of the “sender” ethernet addresses and makes a
table (it removes old data after a whi]e). When a Packet comes along whose
destination address is in the table (because that host has recentlg “talked”
and identified itself) the Packet onlg goes to that port. ( Inknown Packets

and broadcasts still go to all ports, but overa”) there are nearlg no collisions

and is genera”g more secure. Switches are now much more common than

hubs.



. Network Lagcr (L_ayer 3)

3 Network Packets can be routed. This means theg can be Passe& from one
local network to another. Data !ager Packets can’t be route&, theg’re local
onlg. Your Computér can onig get data layer Packéts on its data layer
interface, so network lager Packets have to be stuffed inside the data lager

ackets. | hisis called “erzcapsulation” and is whg a ]agered model is so
Ry

. thn you link computers up, via ]agers ] (thsical) and 2 ([Data) you get a
network. When you link networks up, you get an internetwork. You need
the Network lager (5) to get data between all the little networks (cncten
called subnets) omcgour internetwork. There’s one internetwork so well
imown, it érops the “work” and gets a caPita! 2 (ST L college Jeopardy final
“answer” about the [nternetwork!)

. thwork Lager Frotocols: ]ntemet Frotocol (]F) and some others that
aren’t used any more (APPICTang Netwaréj etc.)



. thwork Lagcrz ]F

. The ]ntemct Frotocol (]F) is the Network lager Protoco] used on the
]ntemeti ]t’s Ye) hanclﬂ that most everyone uses it on all their networks big

and sma”.

. Designe& for huge} ever~expancling networks of networks. Works Prettg

well with unreliable links, routes can be re-built when links go down.

N ARF Address Resolution Frotoco!. T urns an || number into an ethernet
numbé:rJ very important. ]nstea& of asking “Who’s Bob?” you ask “\/\/ho’s
172.19.4.15” and hcgou getare lgj associate the ethernet address with the
II” address in your arp ’cablé:J ancg3

NOW you can kee[:) sen&ing your clata to
the intended recipient via the correct ethernet address.

S Remember: the on]3 Packet you can actua”3 send on ethernet is an
ethernet Packet) evergthing else has to be stuffed inside it.



. ]F Ad&ressing

o | addresses consists of 4 “octets” such as: 171.64.20.23

. Each “octet” consists of numbers between 0 and NG (or OO and FF 13
hex! Don’t ask w}wg ethernet is in hex but ”D Isn’t, thcyjust are.)

+ Jtworks sort of like the Phonc system, with “area codes” to the left, then
“Pr@cix” etc. but more flexible. On campus, your computer will know that
“171.64.” means “Stanford” while it will Figure out that “20” means “[ine
Hall” and will learn that “23” means the computer called “networking.” ]t
does this via subnet masking (in this case, 255.255.2550), which isnt

covered in this class.

. Stamcor&’s Network ranges are: 1/ 1 .64.0.0 through g el I ®iicr
| S R ) through oS e 22 02 ) and a few others.



i ”D Dorﬁain Name Resolution
- (DNS)

o Oince most People find it easier to remember names instead of numbers) ]F

numbers can and almost alwags are associated with names.

» Your comPuter, however, needs a number, so the Domain Name 5gstcm

(DNS) exists to make everyone happg.
. A name, such as nctworking.stanforcl.eéu tells you the first (or toP> level

domain (.edu, for educational institutions) the second level domain
<stamcord> and the actual host’s name (networking). ]Fgou want the number
for a host name within stamcorci.eciu, 3ou’” ask one of our DNS servers to
give it to you. ]Fyou need to go outside stanford.edu, 9ou’” still ask our
servers, but theﬂ’” Figure out which other server(s) should get your requcst,

send it to them, and will send the replg back to you.

20



DNS Servers

o Oince you need the [DINS servers to turn names into numbers, you rea”g
need to know the numbers of the DN5 SErvVers.

. DHCF (Dgnamic Host Comciguration Frotocol), not covered in this

class) can hand this information to you automatica”g.
o Stanford’s main PDNS servers for campus users are:
o (aribou, 171.64.7.55
N Cassandra) PRI 7.
« (llantro,171.64.7.99
R S e e

. WC have others but these are the most imPortant ones for most campus

PCOPIC



HD: Routing. “IHow do you get there from

here?”

XS As mentioned bmcorc, you can onl9 send ethernet Packets out mcgour

ethernet interpace, and ethernet Packéts stay on your local network.

+ Youcan putan I (Nletwork la er) acket inside of an ethernet (data la er)
P Uk o X,
Packet, but somcbodg’s got to pass it along, and that somebodg’s airovter

. Evexy ”D number not on your local network will “bclong” to your router 18

your ARF table.

. ]Fgou want to talk to someone outside your local nctworig gou’” send that
ethernet packet to your router’s ethernet address and trust that it will work

afterwards. ]t’s o1l mcgour hands now. You know what’s “local” or “not” by
the subnet mask.
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More routing.

>

4

Routers kcep tables of networks, often many and often largc.

Kouters know: 1- Networks directlg connected to them (sometimes one or
two, sometimes a hundred or more), 2- Networks connected to their

“friends and neighbors” and 3~ | he “default route” for evergthing else.

When your ethernet Packet arrives at the router, it takes the Network
Packet (and all its contents), looks at the destination ”D number, checks its
tab!es) and sends a new ethernet (or other ]ager Z) Packet (wl‘:ere the
“sender” is now the roriielr met 3ou> out the (hopemcu”g) correct interface.
Tha‘c may go to the final host if it’s on one of the routers direc’clg connected
networks, or to another router, which does the same process, until your
Packet gets to the router responsible for that local network, who then sends
your Packet to to the intended host. Whether gour{:inal destination host is
in the next bui]ding or on the other side of the wor]d, it works the same way.

)



: \/\/}10’5 my router?

. e serve most people on campus with only a handtul or routers, each one
\/\/ t Pl = th lg handful of t h

ser\/ing many ditferent networks.

+ Wealso “cheat,” in that we used to tell you on the main campus to use
171.64.1.1 (and perhaps 171.65.1.1,171.66.1.1 and 171.67.1.1) which
reallg isn’t your router, but is much easier to remember. ["lus we use a subnet
mask of NS, OO, which is another “cheat.”

. W}wen you try to talk to the “1.1” router, your actual router will intercept the
Packet and say: “That’s mes ]’” take care of that!” and 9ou’” be none the

wiser.

. This “cheat” is called Froxg ARF, and isn’t rea”y necessary any more.
DHCF hands out the correct router and subnet mask, and the new
departmental firewalls don't suppor‘c Froxg ARF, so we're going to stop
this cheat all over campus as soon as we can. Move to using DHCF) it

makes your life easier!
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]t rea”g car’t be a networ‘dng class

without Ping and traceroute

. Fing and | raceroute are two somewhat useful tools for ]ooking at and

leaming about your network.

. Fing sends a small Packet to a host which may or may not choose to reP!g to
it, and times how long the Packet takes to get back.| ack of a rePlg doesn’t
indicate a ProHcm with the host or network.

. Traceroute asks all routers along the Path between you and the
destination host if theg’d like to responcl to you, and times how long each of
5, requests take to gt back to you. Some routers may not resPon&) but
may still pass the traceroute Packet along) and many hosts will not replg to
the traceroute inquiry at all. Lack of a rel:)ly doesr’t indicate a Prob!em with

the host ENF network.
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- Keview.

+ Whats a network?
+ What's a [rotocol Stack?

+ What happened to layers 4 through 77
hat's (_at 57 (_at 5e7 What layer are they?
hat's [ thernet? Why do | care?

hat's |72

R

hat kind of conversations can my computer have? \/\/ho can help it with

more conversations?

- What’s DN57
. What’s a router do? Why do | care? Does each builc!ing have one?
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Kesources

. Networking ch Fage: }wttg:)://www.stamcora.céu/serviccs/network/

+ | otsof links. Check auk SUNCt reports forlots of statistics on our

network.
+ | NA Guide: http://]naguicle.stamcord.eclu
« (Joto “training” for this Prescntation and others.
. Stamcorci’s wireless networks: http://wire]essnct.stamcorcieclu
. Wireless (Guest feature: http://wire]essguest.stamcorcj.edu

. Essentia] Stanforcﬂ SOgtware: Http://ess.stanfor&.e&u

o |nstructions with Picturcs on how to get your computer onto the

network.
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